Managed Security Service
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Level 1 - Security Monitoring Service
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Level 2 - Incident Management Service
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Level 3 - Configuration Management Service
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CAT cyfence Securing your Digital Assets

Managed Security Service

With CAT cyfence's Managed Security Service (MSS), customer's network and security devices
will be monitored and managed through the Security Operation Center (SOC), where security
analysts and experts are working 24 hours a day, 7 days a week throughout the year to
ensure a timely response to unexpected events and to protect customer's digital assets.
The security monitoring is done in real-time and, upon a risk event, an immediate notification will be delivered
directly to the IT manager. In case of serious situation or severe attack, a team of IT security expert called
CSIRT (Computer Security Incident Response Team) will be dispatched to help control the situation and
contain the risk from spreading. The team will use IT forensic techniques to collect evidence that may lead to
the cause of the problem and prepare recommendations to prevent future breakouts. Different service levels
are available to suit different needs from customers.

Level 1: Security Monitoring Service

The real time monitoring can be achieved by collecting log information generated from various network
devices, such as Firewall, Router, IDS/IPS and Server. Data will be securely sent to CAT's SOC then
normalized and correlated for monitoring, as well as, securely stored in storage server for future reference. In
case of any suspicious activity, immediate notification will be sent directly to System Administrator.

Level 2: Incident Management Service

In case of an incident or severe attack to customer's network, a team of IT security experts called CSIRT
or Computer Security Incident Response Team will be dispatched to normalize the situation, as well as,
collecting any information that might lead to the cause of the problem and provide recommendation to
prevent similar breakout in the future.

Level 3: Configuration Management Service

With permission from customer, CAT cyfence's security experts may adjust security policy or system
configuration, for example, Firewall policy or Router's ACL, to handle or manage incidents. This is done to
maintain consistency, increase system performance, and strengthen security policy in order for the business
to run without any interruptions.
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